
                                                                               Document Access Servlet (DAS) 1.8

SecretAgent® DAS 1.8 Architecture Diagram

Copyright© 2005-2009 Information Security Corp. All rights reserved.

ISC CDK / KRL

(FIPS 140 Certificate No. 347)

Admin

Interface

one authenticator

per CoI

LDAP authenticator

(static & dynamic groups)

Database authenticator

local CA certificate

and CRL repository

optional,

customer-modifiable/

replaceable plug-ins

zero or more

log4j appenders

console

disk file

Chainsaw

CoI management

PIN entry

Null authenticator

(for use with 3
rd

 party 

access control product)
CoI Managers

Management

Interface

CoI

Membership

Authenticators

X.509 Certificate

Path Validation

Log4j-based

Audit Trail

Key Admin

System Admin

Automated 

Management

Process

Upload DAS credentials

Update CoI Manager ACL

Create/Configure CoI

Additional functions...

DAS HSM Proxy 

Server

HSM

HSM support,

directly or via a

DAS Proxy Server

Database Management

`

SecretAgent or 

SpyProof! 6.x client DAS Keystore

CoI Keystores

key rewrapping, 

signing, and/or

group 

membership 

checking

services

DAS P8

`

S/MIME or other security-enabled 

application w/ DAS-enabled CSP
id

COI administration

CoI Admins


	saDAS3.vsd
	architecture 1.8


