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Chapter 1: Introduction

PolicyAgent and Key Recovery Utility enable strict enforcement of
permissions granted to the users of SecretAgent for Windows and
SpyProof! These applications are intended for Security
Administrators in an organization. With PolicyAgent the
administrator can define a security policy that decides which
SecretAgent and SpyProof! settings should be allowed to the end
user. The Key Recovery Utility (KRU) provides a mechanism for
the recovery of encrypted messages when a user’s private key is
unavailable. Key recovery only recovers the specific session key
used to encrypt a particular document and does not recover a user’s
private key.

PolicyAgent and the Key Recovery Utility are fully compatible
with Windows 95, Windows 98, Windows ME, Windows NT 4.0
Workstation and Server operating systems, Windows 2000, and
Windows XP.

Using this Guide

This User’s Guide provides information that will assist you in
effectively using PolicyAgent and the Key Recovery Utility. It is
divided into four chapters:

Chapter 1: Introduction
Provides an overview of the organization and contents of
the guide, presents the style conventions used, reviews
system requirements, and gives you an overview of the
features built in to PolicyAgent and the Key Recovery
Utility.

Chapter 2: PolicyAgent
Provides an overview of PolicyAgent, including
installation instructions and descriptions of the various
options available to the administrator that can be enforced
in SecretAgent.
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Chapter 3: Deployment
Describes the key steps needed to install SecretAgent with
PolicyAgent settings enforced.

Chapter 4: Key Recovery
Describes the operation of the Key Recovery Utility,
showing how to install, configure and use the Key
Recovery Utility to recover files encrypted with
SecretAgent.

Conventions Used in this Guide

This User’s Guide consistently employs certain formatting and
language conventions to assist you in learning how to use
PolicyAgent and the Key Recovery Utility.

Print Conventions

The following conventions are used throughout this guide for
screen displays, command entries, and keyboard characters:

¢ Window titles, menu names, and dialog names are
printed in bold type and match those in the
application. For example: Click Profile.

¢ Actions requiring key combinations are joined with a
plus sign, e.g., <Ctrl + P>, To execute this type of
action, press and hold the first key, then press the
second key and release both keys.

Command Terminology

The following terminology is used consistently in describing
individual or multi-step actions.

¢ Select refers to making a choice from a menu or list of
options in a dialog box. For example, “select the Self-
signed Certificate option” means that you must select
this option by clicking on it with the mouse.

+ Steps that involve making two or more successive
selections are often presented in combination. For
example, when you read “Select Profile, Preferences
from the Tool bar,” click the arrow next to the Profile
button on the toolbar and then select Preferences from
its drop-down list.
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Mouse Conventions

The assumption throughout this User’s Guide is that your left
mouse button is configured as the Windows primary mouse button
and that the right button is the secondary button. (You may, of
course, choose to reverse the roles of these buttons using Windows
Mouse Control Panel.) The following terminology regarding mouse
usage is employed throughout this manual:

¢ Click means to position the mouse cursor over an
object and then to press and immediately release the
primary button without moving the mouse.

+ Double-click means to position the mouse cursor over
an object and then to press and immediately release the
primary button twice in quick succession.

+ Drag means to position the mouse cursor over an
object (the source of the drag operation) and then to
press and hold the primary button while moving the
cursor to a new location. Once the cursor has reached
its destination, release the mouse button to “drop” the
object onto the target.

System Requirements

System Software

PolicyAgent and the Key Recovery Utility require a 32-bit
Microsoft Windows operating system: Windows 95, 98, ME, NT
4.0 Workstation or Server, Windows XP, or Windows 2000. The
corresponding version of SecretAgent must also be installed on the
system prior to installation of PolicyAgent.

Hardware Requirements

PolicyAgent and the Key Recovery Utility operate on any PC-
compatible computer with an Intel Pentium-class processor or
equivalent. The minimum hardware requirements are:

¢ 15MB of free hard disk space
+ 16MB RAM

¢ VGA or better monitor

¢ Mouse and keyboard

¢+ CD-ROM drive (unless you’re performing a network
install)
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Important Information

Before installing or using PolicyAgent or the Key Recovery Utility
for the first time, please review the README.TXT file that may be
included on the distribution media you received. This file may
contain information that supersedes the information printed in this
manual.

For technical support, call Information Security Corporation at
(847) 405-0757 between 8:30 a.m. and 5:00 p.m. Central Time.
You may also send email to tech@infoseccorp.com or fax your
questions to (847) 405-0506.

For current product information, visit Information Security
Corporation’s website at: http://www.infoseccorp.com.


mailto:tech@infoseccorp.com

Chapter 2: PolicyAgent

PolicyAgent is a utility for security administrators to configure the
functionality of SecretAgent on users’ systems. PolicyAgent
creates files that the administrator should distribute with
SecretAgent as described in Chapter 3: Deployment.

This chapter covers:

¢+ Installation of PolicyAgent.

+ Definition and configuration of the options available
through the PolicyAgent window.

+ Building a PolicyAgent distribution

Installing PolicyAgent

PolicyAgent only needs to be installed on an individual system
within an organization. Before installing PolicyAgent make sure
the corresponding version of SecretAgent is installed on the
system. PolicyAgent creates files that should be deployed along
with SecretAgent and/or SpyProof! as described in Chapter 3:
Deployment.

To install PolicyAgent on a Security Administrator’s system:

1. Insert the SecretAgent Administrative Utilities CD-ROM
into your CD-ROM drive. If your drive supports Auto-
Insert Notification and that feature is enabled in Windows,
the SecretAgent Setup Program will start automatically. If
this occurs, skip the next two steps and proceed to step 4;
otherwise continue with step 2.

2. If the SecretAgent Setup Program does not start
automatically, select Run from the Windows Start menu.
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Run 2 x|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For vou,

open: I diijaunch.exe j

0k I Cancel | Browse... |

3. Type D:\Launch in the Run dialog’s Open field and
click OK. Be sure to substitute an appropriate drive
letter if your CD-ROM drive is not D. You will be
presented with the SecretAgent Installation Menu:

¥ secretAgent 5

SecretAgent’

Install SecretAgent 5
Browse CD Contents
View Our Website

Register Now

l Contact Us

—

Information Securit
Corporatlon= =

4. Select Browse CD Contents.
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JRL=IE
J Fi Er Wiew  Favorites  Tools  Help
J d=Eack ~ = - | Qisearch [YFolders  AHistory | [ 0% > & | [
J Address Iﬁ E:, j @GD
Mame # | Size: | Type | Modified | -
CJBoE File Foldsr 1/9/2002 5144 AM
ca Key Recovery File Folder 1/9/2002 8:47 AM
£ File Folder 1/9/2002 5:48 AM
_inst32i.ex_ 290K EX_File 2/23{1999 10:45 AM
E_ISDel.exe Z7KE  Application 10/27{1995 12:06 PM
_Setup.dl 34 KB Application Extension  9f29/1998 3:34 PM
BB syst.cab 172 KB WinZip File 1042002 11:11 AM
_sys1,hdr SKE HOR Fils 1)4/2002 11:11 AM
E@_userl .cab 180KE  WinZip File 1/4§2002 11:11 AM
_userl.hdr SKE HOR File 1042002 11:11 AM
AUTORLIN,INF 1KE Setup Information 2(28/2001 3:30 PM
BROWSER..DED 439 KE DBD File 5/21/2001 10:00 AM
DATA TAG 1KE TAGFile 1/4/2002 11:11 AM
Eddatal.cab 4,897 KB WinZip File 1)4/2002 11:11 &M
datal.hdr 17KE HDR File 1/4/2002 11:11 AM
demo3z, exe 356 KB Application 2/2812001 3:30 PM
ds32.dll Z2BKE Application Extension  2/28/2001 3:30 PM b
Filelist . Exk 19KE Text Document 1/4/2002 11:11 AM
Efixntreg.exe 103 KB  Application Fl1ziz001 8:01 AM
[#]lang.dat Z3KE DAT File 1/12/1999 10:34 AM
E. Launch,exe AKE  Application 2/28{2001 3:30 PM
a Launch.ini 1 KB Configuration Settings  2/28/2001 3:30 PM
larvaut bin 1KE BIMFile 1042002 11:11 AM
[i] 5. dat 1KE DAT File 7/27/1995 4:41 PM =l
|1 ohjectis) selected | |@‘ My Computer 4
5. Double-click on the PolicyAgent subdirectory.
_ibix
J Fi Edit v Favorites  Tools  Help |
J HBack - = - | Qhsearch  [Felders  AHistory | 0 x = | B
J.diress I[:I E:'\PolicyAgent j 6>G°
Mame  # | Size: | Type | Modified |
_inst32i.ex_ 290KE EX_File 2/23{1999 10:45 AM
E_ISDel.exe 27 KB Application 10/2711993 12:06 PM
_Setup.dil 34 KE Application Extension  9/29/1995 3:34 PM
ED_syst.cab 172 KB WinZip File 142002 11:12 AM
_sysl.hdr 4KE HDR File 142002 11:12 AM
E@_userl .cab 15KE WinZip File 1412002 11:12 AM
_userl.hdr SKE HDR File 142002 11:12 AM
E DATA TAG 1KE TAGFile 1/4)2002 11:12 AM
ETdatal.cab S45 KB WinZip File 142002 11:12 AM
datal.hdr 4KE HDR File 1/4/2002 11:12 AM
Filelist . kxt 4 KB Text Document 1412002 11:12 AM
lang.dat 23KE DAT File 1/12/1999 10:34 AM
layaut.bin 1KE BINFile 1/4§2002 11:12 &AM
Ds.dat 1KE DAT File 72711995 4:41 PM
72KE  Application 1/12/1999 11:42 AM
SETUP.INI 1 KB Configuration Settings 17472002 11:12 AM
EBsetup.ins S6KE  Internet Communic...  4f2§2001 5:00 PM
setup.lid 1KE LIDFile 1)442002 11:12 &AM
|Type: Application Size: 72.0 KB |?2.D KE |@‘ My Cornputer v
6. Double-click on Setup.exe to launch the PolicyAgent

installation program.
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Welcome X

= Welcome to the Policybgent Setup program.  This
Policy Ag(-:nt o pragram will install PolicyAgent on your computer.

Itis strongly recommended that you exit all ‘Windows programs
before running this Setup progran.

Click Cancel to quit Setup and then close any programs you
have running. Click Next to continue with the Setup program.

>

[ -
t:_____‘_-‘

e

= will be prosecuted to the maximum extent possible under law.

WARMIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and

Next » I Cancel |

7. Follow the onscreen prompts provided by the installation
wizard. PolicyAgent will automatically install in the same
directory as SecretAgent.

After you have finished installing PolicyAgent, you can launch
PolicyAgent by selecting Start->Programs->SecretAgent-
>PolicyAgent.
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PolicyAgent Window

When you launch PolicyAgent you will be presented with the
PolicyAgent window. The PolicyAgent window consists of a tree
view on the left containing categories of options you may
configure. The right hand pane displays the specific options you
may configure in the selected category. To configure a specific
option, double-click on that option in the right hand pane. You will
be presented with a dialog that will allow you to configure that
specific option. Currently, policy settings are divided into three
categories: those policies that affect both SecretAgent and
SpyProof! (PolicyAgent classifies these under the category ISC
Products Policy), those policies that affect only SecretAgent, and
those policies that affect only SpyProof!

ol

BSE % VR e vy BB &

43 15C Products Policy pplications Supported
W Secretigent Secuiy Policy |3 Secretbgent for Windows
£+ SpyProofl Security Policy €2) SpuPraod for Windows

I 4

Each policy is governed by a restriction unless noted below:

always enforced This setting is always enforced by SecretAgent. It
typically refers to policies that don't relate to a user
option in SecretAgent or SpyProof! For example, Allow
private key export is a feature that is either on or off
whereas Use base64 encoding is a feature that the
user can control and so whether the user can change it
or not is up to the security administrator.

user modifiable This setting is never enforced, but when a new profile or
disk is created this will provide the default value for the
setting. For example, if you set Use base64 encoding
to yes and leave the restriction as user modifiable
when the user creates a new SecretAgent profile the
profile will have Use base64 checked on the Output
page of the Profile Preferences dialog for the new
profile.

enforced This setting is enforced. It is like always enforced but
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relates to an option the user usually can control. If your
choice is enforced then the user cannot change the
option (the particular control is disabled in the
application). Continuing the Use base64 encoding
example, if you select yes and enforced as the
restriction then the user’s profile will be set to Use
base64 and the user will not be able to change the
setting. This is useful when you want to ensure that
users have a consistent configuration or to make sure
users can always decrypt archives they create by forcing
users to include themselves on all archives.

n/a

In some cases the particular setting is always user
modifiable and the security officer can not enforce the
setting on the user but can provide a default value when
new profiles or disks are created. For example, Sign by
default is marked n/a allowing security officers to either
set the Sign plaintext option to yes or no but users can
always change this setting (i.e. there is no way to
disallow sign and encrypt or enforce encrypt and sign).

The following subsections describe the options available in each of
the available categories.
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ISC Products Policy Settings

Trust Policy

The Trust Policy category contains eight options and two sub
categories.

£3-hef Trust Policy
@ L4 Certificates [in Personal Certificates)
[3 CRL Retieval

The Trust Policy options deal with certificate validation and trusts.
PolicyAgent gives the Security Administrator the ability to
automatically distribute CA certificates and the URLS to
automatically import and update CRLs to users. To make use of the
CA certificate trust and distribution options, the Security
Administrator should configure their SecretAgent personal
certificate store from within Certificate Explorer so that it contains
all applicable CA certificates. To make use of the CRL distribution
option, the Security Administrator should import any CRLSs to be
distributed into Certificate Explorer. Note that only CRLs imported
by using a URL can be distributed through PolicyAgent. The Trust
Policy options are:

Rule
Al CRL update frequency
Sk, Intemediate basic constraints must be ciitical

8z, Intermediate kep usage must be criical
% Intermediate must have cer sian usage
% Intermediate must have CAL sign usage
%2, Rrequire CRLs at al levels

82, Trust selfsigned certficates

(] Use MS CAPI for chain validation

CRL update frequency Specifies a time interval to have SecretAgent
automatically check for updated CRLs. SecretAgent will
automatically attempt to download an updated CRL
during chain validation if this time period has passed
since the last update occurred.

Intermediate basic If set to “yes” then only intermediate certificates that
constraints must be have their basic constraints extension marked critical are
critical considered valid.

Intermediate key usage If set to “yes” then intermediate certificates’ key usage
must be critical extension must be marked critical.

Intermediate must have If set to “yes” then intermediate certificates’ key usage
cert sign usage must include certificate signing.
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Intermediate must have If set to “yes” then intermediate certificates’ key usage

CRL Sign usage must include CRL signing when a CRL exists for that
authority.

Require CRLs at all If set to “yes” then CRL checking is required so that if the

levels CRL is not valid or if there is no CRL available the end

user certificate is not valid.

Trust self-signed If set to “yes” then users can encrypt with self-signed
certificates certificates.

Use MS CAPI for chain If set to “yes” then SecretAgent will default to using
validation Microsoft's certificate path validation logic rather than its
own.

CA Certificates
The CA Certificates subcategory enables you to select the
certificates you wish to distribute and/or trust.

Subject DN | Distribute | Trusted |
§§;x CN=C3 D CAC, OU=PKI, OU=DaD, 0=U.5. Govermment, C=US5 no néa
5, CN=C3 MAIL CAC, OU=PKI, DU=DaD, 0=U.5. Govermment, C=US na nta
§§;x CN=CA1-CP.04.02, OU=Testing, OU=DaD, 0=L1.5. Government, C=U5 no néa
e, CN=DoD CLASS 3 Root G4 DEY, OU=PK), DU=DoD, 0=U 5. Govemment, .. no nla
5, CN=DoD CLASS 3 Root 4, OU=PKI, OU=DaD, 0=U.5. Government, C=US  na nta
¥, CN=ISC CA2, OU=Research and Development, D=Information Security Corp... ro nfa
5, CN=I5C Rioat, L=Deerfield, O=lnformation Security Corp., $T-IL, C=US na nta
§§;x CN=ISC, OU=R&D, 0=I5C, L=0ak Park, ST=llinais, C=LJ5 no néa

PolicyAgent looks in your personal certificate store to locate CA
certificates. CA certificates you distribute will automatically be
placed in the user’s personal certificate store when SecretAgent is
installed on a user’s system. If you mark any CA certificate as
trusted or not trusted, all other CA certificates will default to not
being trusted unless you configure it otherwise.

CRL Retrieval

The CRL Retrieval subcategory enables you to publish CRLs you
have installed in Certificate Explorer that have update URLs. Only
CRLs that have update URLs in Certificate Explorer’s CRL
manager will be displayed. The CRL is not distributed, but the
URL is and the software will automatically retrieve the CRL from
the URL as needed.
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Subject DN | Published | Modifiable | URL
[, CN=ISC Rost, L-Desifield, D=Irfarmation Security Carp., ST na hia hitp: 44207

Any CRL that you mark published in PolicyAgent will be
automatically retrieved using the URL the first time SecretAgent is
run on a user’s system. Marking a CRL as Modifiable will allow
the end-user to change the URL in Certificate Explorer. If the CRL
is not Modifiable then users cannot change the URL in Certificate
Explorer.

Recovery Agents

The Recovery Agents category looks in your personal certificate
store to locate possible key recovery agents.

Name [CH) | ke | Size | Sevrethgent Group | SpyProoi! Group
il h DS54 512 &
RS4 1024

Using PolicyAgent’s Session Key Recovery option, the Security
Administrator can specify who will act as Key Recovery Agents to
recover encrypted data. More detailed information about the key
recovery process can be found in Chapter 4. Key Recovery Utility.
To make use of the key recovery options, the Security
Administrator must first configure their personal certificate store
using Certificate Explorer so that it contains the certificates of all
people that will be acting as Key Recovery Agents. The following
restrictions apply to key recovery agents:

+ Key Recovery Agents in a Key Recovery group must
work cooperatively to recover data and all certificates
to be placed in an individual Key Recovery Group
must have the same key type (DSA/ECDSA) and size.

¢ RSA certificates cannot be part of a Recovery Group
and can only be marked as Automatic Recipient or Not
a Recovery Agent.
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¢ Only RSA certificates marked as Automatic Recipient
will be included when the user creates CMS or
OpenPGP archives as these output types do not
support DSA, ECDSA, or key recovery groups.

+ SpyProof! only supports Automatic Recipients and so
any certificate added as a group recovery agent in
SecretAgent is added as an Automatic Recipient in
SpyProof!

¢ If key recovery is in use and there are no RSA
automatic recipients SecretAgent will disable the
OpenPGP and CMS output types as they do not
support key recovery groups or automatic recipients
with key types DSA or ECDSA

The Recovery Agents category enables you to configure your Key
Recovery Agents. Certificates can be marked for SecretAgent as
members of one of two Recovery Groups, as an Automatic
Recipient, or as Not a Recovery Agent. For SpyProof!, all agents
that are members of any of the SecretAgent groups or marked as
Automatic Recipient are considered Automatic Recipients.

In SecretAgent, those agents marked as Automatic Recipient can
recover messages using SecretAgent by themselves without the use
of the Key Recovery Utility. Those designated as members of a
Recovery Group must work with the other members of their
Recovery Group to recover messages using the Key Recovery
Utility. In SpyProof! agents can import and mount any disk for
which they are a designated agent provided they have the .spd and
.spk files for that disk.

By default, all certificates in the database you selected are marked
as Not a Recovery Agent. To configure a certificate to act as a Key
Recovery Agent, double-click on that certificate. You will see a
dialog box similar to the following:
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Select Group Membership |

Select the recovery aroup membership for the certificate with subject DM:

E M=jmanroe@whitehouse, gov, CN=lames Monmoe, T=NY, OU=0ffice of the White ._:_I
Housze, L="/ashington DC, 0=U.5. Gavemment, ST=DC, C=US ;I

This certificate can not be used o recover the session key.

BQ " Automatic Recipient

Automatically added as a recipient to an encrypted archive or
SpyProof! drive.

" Recovery Group 1

The Secietbgent data recovery key is split across all members of
group 1. and made an automatic recipient for SpeProof! drives,

Eﬂ, " Recovery Group 2

The Secretbgent data recavery key is split acrass all members of
group 2, and made an automatic recipient for SpyProofl dives,

.& MOTE: One recavery agent key must be ASA when using CMS or OpenPGP

Cancel |

Select the Recovery Setting for this certificate and click OK.
Configure other certificates in your database appropriately.

SecretAgent Security Policy Settings

Cryptography
The Cryptography category contains six options and three sub
categories.

ography
hms [finked with SpyProofl]
@ Tokens
B Self-decrypting platiorms

The cryptography options deal with auto-encryption and input and
output paths.

Configuration
(4] Automatic sncryption

%] Automatic encryption of read-anly fles
A] Ciphertest folder

\Alz, Diefault path for Secretégent data fles
\A]  Plaintest folder

%] Use source folders by defaul

The cryptography options are:
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Automatic This option lets you specify values for the auto-encrypt feature of
encryption SecretAgent.
Setting | Restriction Description
Setting
yes user New profiles have Encrypt
modifiable selected folders on exit checked
by default, but users can change
the setting.
yes enforced All profiles have Encrypt selected
folders on exit checked by default,
and the setting cannot be changed.
no user New profiles don't have Encrypt
modifiable selected folders on exit checked
by default, but users can enable
this option.
no enforced Auto-encryption is disabled.
Automatic Controls the Overwrite read-only files during auto-
encryption encrypt/auto-decrypt functionality.
of read-only
files
Ciphertext Enables the specification of a default folder to use for the cipher
folder path folder. This supports environment variable replacement and
so can be something like Z\%USERNAME%\cipher.
Default path | Enables the specification of the path SecretAgent should use for
for event logs, profiles, databases, and CRL files. This setting will
SceretAgent | affect new profile creation but not render existing profiles invalid.
data files This supports environment variable replacement.
Plaintext Enables the specification of a default folder to use for the plain
folder path folder. This supports environment variable replacement.
Use source Controls the use source folders/use specific folders feature.
folders by ] — —
default Setting | Restriction Description
Setting
yes user New profiles have Always use
modifiable source folder checked but they
can change it.
yes enforced All profiles have Always use
source folder checked by default,
and the setting cannot be changed.
no user New profiles have Store output
modifiable files in these fixed folders
checked by default, but users can
change this option.
no enforced All profiles have Store output files
in these fixed folders checked by
default and users cannot select
Always use source folder.
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Algorithms
The Algorithms subcategory configures the available symmetric
ciphers available to users of SecretAgent and SpyProof!

Algarithm | Pemitied

< Cipher: AES-128 ves

<, Cipher. AES-192 yes

<G, Cipher. AES-256 yes

<R, Cipher: DES3 ves

<, Cipher: DESY yes

<, Cipher. EAZ yes

SR Default cipher Cipher: AES-128

Only the Algorithms options set to “yes” will be available to the
user. The subcategory Algorithms’ options are:

Cipher: AES-128 When set to “yes” permits users to select AES-128 as
their cipher.

Cipher: AES-192 When set to “yes” permits users to select AES-192 as
their cipher.

Cipher: AES-256 When set to “yes” permits users to select AES-256 as
their cipher.

Cipher: DES3 When set to “yes” permits users to select DES3 as their
cipher.

Cipher: DESX When set to “yes” permits users to select DESX as their
cipher.

Cipher: EA2 When set to “yes” permits users to select EA2 as their
cipher.

Default cipher Set the default cipher to use when creating new profiles
or disks. If this is set to enforced then users cannot
select a different cipher.

Tokens
The Tokens subcategory configures which token types a user can
use.

Token | Pemitied |

= Default token Software

5, FORTEZZA yes

@, Miciosat CAFI s

%, Parmit fulure tokens ves

o, PECS 811 yes

@, Software yes

Only those tokens set to “yes” can be used by the user. To ensure
that users only use PKCS #11 tokens set Software and FORTEZZA
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to “no” or specify PKCS #11 as the default token and enforce the
setting. The subcategory Tokens’ options are:

Default token

Set the default token to use when creating profiles (this
token will be selected when the Select Token page of
the New Profile Wizard is displayed). If this setting is
enforced then users must use the selected token.

Software Users may use the built in software module. No
hardware token required.

PKCS #11 Users may use PKCS #11 hardware or software tokens.

FORTEZZA Users may use FORTEZZA cards.

Microsoft CAPI

Users may use the Microsoft CAPI token.

Permit future tokens

Users may use tokens not listed.

Self-decrypting platforms
The Self-decrypting platforms subcategory determines how
SecretAgent treats self-decrypting archives.

Target Platform Options | Peritted |

(%), Enable Seli-deciypling archives
(%] Output SDA fles with _se sstension
8z, et future platforms

(%), Target Al on Pawer FC

%] Target Default

[%ka, Target HP-UX

%k, Target IRIX

%), Target: Linux on Intel

&k, Targst: Max 05X Power PC
%z, Target: Solaris on Intel

(%), Target: Solaris on Sparc

ks, Target: Trugd

(%), Target: Windaws on Intel

es
no

no

es
Target Wi
na

yes

yes

yes

yes

na

yes

es

The subcategory Self-decrypting platforms’ options are:

Enable Self-
decrypting archives

Set to yes to allow users to generate self-decrypting archives.
Set to no to prevent users from generating self-decrypting

archives.

Output SDA files
with ._xe extension

This option lets you specify the filename extension when
users create self-decrypting archives.

Setting | Restriction Description
Setting
yes user New profiles will have ._xe
modifiable selected as the self-decrypting
archive’s output extension, but
users can change the setting.
yes enforced All self-decrypting archives
created will end with ._xe.
no user New profiles will have .exe
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modifiable selected as the self-decrypting
archive’s output extension, but
users can change the setting.
no enforced All self-decrypting archives
created will end with .exe.

Permit future
platforms

Set to yes to allow the user to add and use new self-
decrypting archive platforms. Set to no to restrict the user to
only those platforms PolicyAgent knows about.

Target: AIX on
Power PC

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: HP-UX

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: IRIX

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: Linux on
Intel

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: Solaris on
Intel

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: Solaris on
SPARC

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: Windows
on Intel

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: Mac OSX
Power PC

Set to yes to allow users to create self-decrypting archives for
this platform. Set to no to prevent users from creating self-
decrypting archives for this platform.

Target: Default

Enables the setting of the default self-decrypting archive
format. You can use this to easily specify a single output
platform (i.e. restrict all users to using Windows self-
decrypting archives).

Certificate Store

The Certificate Store category contains eighteen options and two

sub categories.

SRR FCertiicate Store
3 RDNs

2% Public Key Types




Chapter 2 PolicyAgent < 23

The Certificate Store options control features of Certificate
Explorer including certificate stores and certificate/request

generation.

Fied | Value

Ak, CA e-mail address [t set)
| Al C4 Intemnet address/URL [nat set]
|#la, Creats CAPI Address Bock store o
[%12, Create CAPI C4 store no
%12, Creats CAPI My store o
[z, Create CAF oot store o
|A]  Default key types/sizes 1521024
|12, Display impart cettificats warnings  yes
[%12, Generate keys yes
|#1, Generate selfsianed cottificatss yes

[%] Kepusage Encrypt and sign capatle
|A] Local Certficate Datsbass Mame  Lacal Certficates

[%] Message digest SHA

[%] PKCS#10 encading Base 64

|12, Prevent personal store settingma... no

%12 Retrieve missing CALs of issuer c... no

%] Set key usags as eriical o

|A] Validity period 1 Years

The Certificate Store options are:

CA e-mail address

If an e-mail address is present in this setting, certificate
explorer will automatically e-mail certificate requests it
generates to this e-mail address.

Address Book
store

CA Internet Reserved for future use.
address/URL
Create CAPI If set to yes Certificate Explorer will automatically contain a

store linking to the Other People or Address Book store in
Microsoft CAPI.

Create CAPI CA
store

If set to yes Certificate Explorer will automatically contain a
store linking to the CA or Intermediate Certificate Authorities
store in Microsoft CAPI.

Create CAPI My
store

If set to yes Certificate Explorer will automatically contain a
store linking to the My or Personal store in Microsoft CAPI.

Create CAPI Root
store

If set to yes Certificate Explorer will automatically contain a
store linking to the Root or Trusted Root Certificate Authorities
store in Microsoft CAPI.

Default key
types/sizes

This option lets you pick a single key type and size that all
certificate requests and self-signed certificates will use.

Setting Restriction | Description
Setting

Key Type user The default key type in the

(say RSA- | modifiable certificate or request wizard

1024) will be the one selected (e.g.
RSA-1024) but users can pick
from available key types (see
Public Key Types below).

Key Type enforced Only keys of the type selected

(say RSA- will be generated. Users will
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1024) see the key selection page but
cannot change the value you
specify.

Display import
certificate warnings

If set to no SecretAgent will not display warnings when
importing Root certificates or self-signed certificates.

Generate keys

Set to yes to allow users to generate self-signed certificates
and certificate requests. Set to no to prevent users from
generates self-signed certificates or certificate requests. This
forces users to use a smart card or import a pre-existing key
pair.

Generate self-
signed certificates

Set to yes to enable users to generate self-signed certificates.
Set to no to prevent users from generating self-signed
certificates. Self-signed certificates enable SecretAgent to be
used without a PKI or CA. However, there is no easy way to
authenticate a large number of self-signed certificates (for
small groups you can exchange self-signed certificates and
compare their SHA-1 fingerprint for authentication), as there is
no issuing authority. Also you cannot revoke self-signed
certificates.

Key usage

This specifies the key usage to use when creating self-signed
certificates.

Setting Restriction Description

Setting
Certificates | user The key usage defaults to
have modifiable Encrypt only.
encrypt
privileges
Certificates | enforced The key usage defaults to
have encrypt only and only other
encrypt enforced options are
privileges available.
Certificates | user The key usage defaults to
have modifiable Sign only.
signing
privileges
Certificates | enforced The key usage defaults to
have sign only and only other
signing enforced options are
privileges available. If this option and

the encrypt option above
are both enforced then the
default is encrypt only and
users can create either sign
only or encrypt only
certificates but not sign and
encrypt capable certificates.

Certificates | user Key usage defaults to sign
have both modifiable and encrypt (a single
privileges certificate capable of both

signing and encrypting), but
other options are available.

Certificates | enforced The key usage defaults to
have both sign only and only other
enforced options are
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privileges available. If this option and
another option above are
enforced then this option is
the default and users can

change to another type.

Note: This setting only applies to self-signed certificates. If
you are going to disable self-signed certificate generation you
may ignore this setting.

Local Certificate
Database Name

This allows you to specify a different name for the database
that stores the user’s private keys and certificate authority
certificates.

Message digest

This specifies the hash function to use when creating either
certificates or certificate requests.

Setting Restriction | Description
Setting
Message user Sets the default message
digest (say modifiable digest for certificate
SHA-1) requests but lets the user
pick.
Message enforced Sets the message digest for
digest (say certificate requests and
SHA-1) prevents user modification
of the setting.

Note: Certain certificate authorities can only support certain
combinations of key types and hash algorithms. If you have
such a CA this setting enables you to ensure that the correct
message digest will be used.

PKCS #10
encoding

This option determines whether the PKCS #10 requests
generated are stored in the database (and if output as files) in
binary or text-encoded form.

Setting Restriction | Description

Setting
PKCS#10 user Sets the PKCS#10
encoding modifiable encoding for certificate
(say requests but lets the user
base64) pick.
PKCS#10 Enforced Sets the PKCS#10
encoding encoding for certificate
(say requests and prevents user
base64) modification of the setting.

Prevent personal
store setting
modification

Set to yes to prevent users from moving their personal store
from its default location. Set to no to enable users to create
and mark any certificate store as their personal store.

Retrieve missing
CRLs or issuer
certificates if
retrieval
information is
available

Setting this to yes enables SecretAgent to use CRL
distribution points and authority information access certificate
extensions to retrieve missing items required for path

validation.
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Set key usage as Set the criticality of the key usage extension when the user
critical generates a self-signed certificate.
Setting | Restriction Description
Setting
yes user Key usage will be marked
modifiable critical by default but the user
can uncheck the setting.
yes enforced Key usage will be marked
critical.
no user Key usage will not be marked
modifiable critical by default but the user
can check the setting.
no enforced Key usage will not be marked
critical.

Note: Setting this extension to critical means that other
programs that do not understand the key usage extension will
not be able to use the certificate.

Validity period This setting determines how long self-signed certificates are
valid. Self-signed certificates will be valid for this many days,
months, or years from the day they were generated (if the
computer’s system clock is correct). If the setting is user
modifiable the user is allowed to change this period during
certificate creation. If the setting is enforced the user cannot
change the setting.

RDNs

The RDNSs sub-category pre-configures the
relative distinguished names that are placed
in all self-signed certificates or certificate
requests.

Fied | Walue | Restrictions

|A] Courty [not set)  user modifiable
4] Localiy/City (ot set]  user madifiable
|A]  Drganization [not set)  user modifiable
|A]  Drganization Unit [notset]  user madifiable
|A]  State/Province [not set)  user modifiable

The RDNSs subcategory options are:

Organization This is the name of your company
Organization Unit This is the name of your division
Locality/City This is the name of your city or township
State/Province This is the name of your state or province
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Country The country/region field is the two letter ISO 3166
country/region code for your country or region

Public Key Types

The Public Key Types subcategory lets you specify a subset of
available keys types for your user to choose from when generating
self-signed certificates and certificate requests.

Algorithm P..| Riestictions

T dsa 1024 DSA parameters, 1024 bits s always enforced
% dsa 2048 DA parameters, 2048 bits yes always enforced
% dsa-4095: DSA parameters, 4096 bits s always enforced
L 1sa1024; RSA parameters, 1024 bits yes always enforced
% 152048 RSA parameters, 2048 bits s always enforced
L 1524056 RSA parameters, 4096 bits yes always enforced

% 158132 IS4 parameters, 8132 bits s always enforced
L USEE3 US NIST ECP parameters, B-163  yes  alwaps enforced
% USB-233 US NIST ECP parameters, B-233  yes  slways enforced
% USE283 US NIST ECP parameters, 8283 yes  alwaps enforced
% USB-403: US NIST ECP parameters, B-409  yes  slways enforced
L USBE71: US NIST ECP parameters, 571 yes  alwaps enforced
% USP192 US NIST ECP parameters, P192  yes  slways enforced
L USP224 US NIST ECP parameters, 224 yes  alwaps enforced
% USP-256: US NIST ECP parameters, 255 yes  slways enforced
L USP-384 US NIST ECP parameters, 384 yes  alwaps enforced
% USPE21: US NIST ECP parameters, P521  yes  slways enforced

0 0 0 P Oy O O O T o, T P

For each key type on your system you can specify whether or not it
is available for users to generate keys.

LDAP Queries

Similarly to CRLs, PolicyAgent allows the Security Administrator
to automatically distribute LDAP Queries to users.

Description Published Modifiable Server Addiess

- AD Group no n'a 192168.0.40
I AD-2 no nia 192168.0.40
(b ISC Test CA no nia 207.16.209.22
Tk Multi-Cert LDAP no n'a 20716.2092
(b US Gowt, LDAP no nia 207.16.209.2

To use this option, you will first need to configure any LDAP
queries you want to distribute using Certificate Explorer. Any
LDAP queries you then mark as published in PolicyAgent will be
automatically created on the user’s system the first time
SecretAgent runs. If the query is marked as enforced then the query
will always be added (if it gets deleted for some reason) and the
user will not be able to modify the query information. LDAP query
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configuration, group support and parameterized LDAP queries are
explained in the SecretAgent User’s Guide.

Audit Policy

The Audit Policy category gives the Security Administrator the
ability to configure the Event Log page of SecretAgent’s

Preferences dialog.

Audit Policy

| Setting | Restictions

18 Deciypteverts
48 Ercptevents
48 Sign events
48 Veily events
8 Zapevents

yes user modfiale
ves user modiiable
yes user modfiale
ves user modiiable
yes user modfiale

The PolicyAgent Audit Policy options determine which
SecretAgent events are included in the event log and whether the
user can alter these settings. The Audit Policy options are:

Decrypt events If set to yes and enforced then all decrypt events will be
recorded in the event log. If set to no and enforced then
no decrypt events will be recorded. If it is user
modifiable then the user can enable/disable logging of
this event.

Encrypt events If set to yes and enforced then all encrypt events will be
recorded in the event log. If set to no and enforced then
no encrypt events will be recorded. If it is user
modifiable then the user can enable/disable logging of
this event.

Sign events If set to yes and enforced then all sign events will be
recorded in the event log. If set to no and enforced then
no sign events will be recorded. If it is user modifiable
then the user can enable/disable logging of this event.

Verify events If set to yes and enforced then all verify and inspect
events will be recorded in the event log. If set to no and
enforced then no verify events will be recorded. If it is
user modifiable then the user can enable/disable
logging of this event.

Zap events If set to yes and enforced then all zap events will be
recorded in the event log. If set to no and enforced then
no zap events will be recorded. If it is user modifiable
then the user can enable/disable logging of this event.

User Interface

The User Interface category contains two options and one sub

category.

Application

9 Certificate Explorer

URL
(default: hitp:/Awww.infoseccorp. com/prod. .

&

SecrelAgent

(defauit: hitp: 7w infosecsorp coméprod
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The User Interface category lets you specify where users are sent
when using the Support on web features in SecretAgent. The User
Interface options are:

SecretAgent

The URL where users will be sent when using
SecretAgent’s Support on Web feature.

Certificate Explorer

The URL where users will be sent when using Certificate
Explorer's Support on Web feature.

Profile Preferences

The Profile Preference subcategory lets you specify settings for
SecretAgent’s user interface.

Configuration

| Set

ting | Restictions

(] Allow E-mailing

[2ka, Allow private key expart

] Allow Zapping

(%12, Alwaps prompt for file averwite
Enable AFC 2440/0penPGP archives
%), Enable RFC 2633/CM$ archives
Enciypt e-mail by default

Generate enveloped/wrapped signatures
Mail signed archive

Originators should be included
Driginators should be included for mail
Prompt user before deleting files

Sign by default

Sign e-mail by defaul

Start-up view preference

Use Base64 encading

Use L7585 compression

B EE )

no
yes
no
no
yes
yes
no
yes
no
yes
yes
yes
no
no

Explorer View

no
no

user modifiable
always enforced
user modifiable
always enforced
always enforced
always enforced
user modifiable
user modifiable
user modifiable
user modifiable
user modifiable
user modifiable
n'a

user modifiable
n'a

user modifiable
user modifiable

You can specify either default values or enforced values for the

following options:

Allow E-mailing

Control the Mail encrypted archives profile option on the User

Interface page.

Setting | Restriction Description
Setting
yes user New profiles have Mail encrypted
modifiable archives checked by default, but
users can change the setting.
yes enforced All profiles have Mail encrypted
archives checked by default, and
the setting cannot be changed.
no user New profiles don’t have Mail
modifiable encrypted archives checked by
default, but users can enable this
option.
no enforced Users cannot mail encrypted
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| | archives from SecretAgent.

Allow private key
export

If set to yes then users can export their private key through the
export wizard in certificate explorer. If set to no users cannot
export their private key.

Allow Zapping

Controls the Zap source files profile option on the User Interface
page.

Setting | Restriction Description
Setting
yes user New profiles have Zap source files
modifiable checked by default, but users can
change the setting.
yes enforced All profiles have Zap source files
checked by default, and the setting
cannot be changed. Users will be
forced to zap the source files when
encrypting.
no user New profiles don’t have Zap
modifiable source files checked by default,
but users can enable this option.
no enforced Users can't zap files during the
encryption process but can still use
the zap features.

Always prompt for
file overwrite

If set to yes then the overwrite setting (Output | Files and
Folders) is set to Prompt and the user cannot change the setting.
If set to no the user may change another overwrite setting.

Enable RFC
2440/0penPGP
archives

If set to yes then the software allows the user to create OpenPGP
archives. If set to no the user cannot create OpenPGP archives
but they can still decrypt them.

Enable RFC
3369/CMS archives

If set to yes then the software allows the user to create CMS
archives. If set to no the user cannot create CMS archives but
they can still decrypt them.

Encrypt e-mail by
default

Controls the Encrypt e-mail messages profile option (on the
Plug-ins page).

Setting | Restriction Description
Setting
yes user New profiles have Encrypt e-mail
modifiable messages checked by default, but
users can change the setting.
yes enforced All profiles have Encrypt e-mail
messages checked by default, and
the setting cannot be changed.
no user New profiles don’t have Encrypt e-
modifiable mail messages checked by
default, but users can enable this
option.
no enforced Users can't select to have all e-mail
messages they compose in their e-
mail client to be encrypted by
default.
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Generate
enveloped/wrapped
signatures

Controls the Signature options on the User Interface page.

Setting | Restriction Description
Setting
yes user New profiles have Enveloped
modifiable signatures checked by default, but
users can change the setting.
yes enforced All profiles have Enveloped
signatures checked by default, and
the setting cannot be changed.
Users will always create enveloped
signatures
no user New profiles have Detached
modifiable signatures checked by default, but
users can enable this option.
no enforced New profiles have Detached

signatures checked by default and
this setting cannot be changed.
Users will always create detached
signatures.

Mail signed archive

Control the Mail signed archives profile option on the User
Interface page.

Setting | Restriction Description
Setting
yes user New profiles have Mail signed
modifiable archives checked by default, but
users can change the setting.
yes enforced All profiles have Mail signed
archives checked by default, and
the setting cannot be changed.
no user New profiles don’'t have Mail
modifiable signed archives checked by
default, but users can enable this
option.
no enforced Users cannot mail signed archives
from SecretAgent.
Originators should Controls the Include me as a recipient profile option on the User

be included

Interface page.

Setting | Restriction Description
Setting
yes user New profiles have Include me as a
modifiable recipient checked by default, but
users can change the setting.
yes enforced All profiles have Include me as a

recipient checked by default, and
the setting cannot be changed. The
profile’s associated encrypting
certificate will be included on all
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archives created.

no

user
modifiable

New profiles don’t have Include me
as a recipient checked by default,
but users can enable this option.

no

enforced

Users cannot use the Include me
feature to add themselves as
recipients to archives. They must
explicitly add themselves as they do
other users.

Originators should
be included for mail

Controls th

e Include me as a recipient for encrypted e-mail
profile option on the Plug-ins page.

Setting | Restriction Description
Setting
yes user New profiles have Include me as a
modifiable recipient for encrypted e-mail
checked by default, but users can
change the setting.
yes enforced All profiles have Include me as a
recipient for encrypted e-mail
checked by default, and the setting
cannot be changed. The profile’s
associated encrypting certificate will
be included on all encrypted e-mail
they send.
no user New profiles don't have Include me
modifiable as arecipient for encrypted e-
mail checked by default, but users
can enable this option.
no enforced Users cannot use the Include me
as arecipient for encrypted e-
mail feature to add themselves as
recipients to archives. They must
explicitly add themselves as they do
other users (yes they must put their
e-mail address in the TO or BCC
field).
Prompt user before | Controls the advanced user preferences Prompt before deleting
deleting files ciphertext or zapping plaintext option.
Setting | Restriction Description
Setting
yes user New profiles have Prompt before
modifiable deleting ciphertext or zapping
plaintext checked by default, but
users can change the setting.
yes enforced All profiles have Prompt before
deleting ciphertext or zapping
plaintext checked by default, and
the setting cannot be changed.
no user New profiles don’t have Prompt
modifiable before deleting ciphertext or

zapping plaintext checked by
default, but users can enable this
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option.

no

enforced

Users will not be prompted prior to
zapping or deleting files.

Sign by default

Controls the Sign plaintext profile option (on the User Interface
page). This option is always user modifiable. If set to yes then
new profiles will have the Sign plaintext option checked. If set to
no then new profiles will not have the Sign plaintext option

checked.
Sign e-mail by Controls the Sign e-mail messages profile option (on the Plug-
default ins page).
Setting | Restriction Description
Setting
yes user New profiles have Sign e-mail
modifiable messages checked by default, but
users can change the setting.
yes enforced All profiles have Sign e-mail
messages checked by default, and
the setting cannot be changed.
no user New profiles don’t have Sign e-
modifiable mail messages checked by
default, but users can enable this
option.
no enforced Users can't select to have all e-mail
messages they compose in their e-
mail client to be signed by default.
Use base64 Controls the Use base64 option on the Output page of the profile
encoding options dialog.
Setting | Restriction Description
Setting
yes user New profiles have Use base64
modifiable checked by default, but users can
change the setting.
yes enforced All profiles have Use base64
checked by default, and the setting
cannot be changed. All output will
be base64 encoded.
no user New profiles don’t have Use
modifiable base64 checked by default, but
users can enable this option.
no enforced Users can't select to output files
base64 encoded.
Use LZSS Controls the Use compression option on the Output page of the
compression profile options dialog.
Setting | Restriction Description
Setting
yes user New profiles have Use
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modifiable

compression checked by default,
but users can change the setting.

yes

enforced

All profiles have Use compression
checked by default, and the setting
cannot be changed. All files will be
compressed prior to encryption or
enveloped signing.

no

user
modifiable

New profiles don’'t have Use
compression checked by default,
but users can enable this option.

no

enforced

Users can't select to use
compression.

Passwords

The Passwords section lets you specify how SecretAgent manages
passwords. It has one sub item that allows you to specify one or
more password recovery agents.

=) Passwords

.8 Password Recovery Agents (in Personal Centficates]

The Passwords category lets you set password usage, minimum
lengths, quality requirements, expiration, recovery, and caching

options.

Configuration

| Setting | Restrictiors i

12, Change password waming
&) Default password cache time
i1z, Display randam number of asterisks
%1, Enable simple user password 1ecovery

S, Require letters
., Fequire numbers

&) Timed Password

Minimum private key password length
inimum self-decrypting password length
soword expiration period

Require punctuation
2il2, Rrequire special characters
1] Single sign-on/permanent password caching

Caching

2, Unique password interval

The Passwords options are:

(ot set] alwaps enforced

(ot set] alwaps enforced

<
user modfiable

ahways enforced
ahways erforced
ahways enforced
ahways erforced

ahways erforced
ahways enforced
ahways erforced
ahways enforced
user modfiable

user modiiable

ahways erforced

b»

Change
password
warning

Allows you to specify the number of days before a user’s
password expires that the user begins receiving warnings.

Default
password
cache time

Allows you to specify the default password timed password
caching value. If you enforced the value the user cannot change
the timeout period.

Display

Setting this to yes will cause the password dialogs to display more
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random
number of
asterisks

characters than the user is typing.

Enable simple
user password

Setting to yes will enable user-based password recovery. The
user will be prompted when setting or changing their master

recovery password to enter a question and answer it. The question will be
stored in the registry along with their encrypted master password.
When the user clicks the recover button they are presented the
guestion and if they answer correctly their master password will
be displayed for them. This simply acts as a secondary password
on the private keys and should be treated as such. However it
does not obey any of the password requirements.

Minimum Specify the minimum length of the private key password when a

private key user changes their password.

password

length

Minimum self-

Specify the minimum length of the password for self-decrypting

decrypting archives.

password

length

Password Set the number of days after which the user must change their
expiration password in order to use the software.

period

Require letters

New passwords (for both private keys and self-decrypting
archives) must contain letters.

Require New passwords (for both private keys and self-decrypting
numbers archives) must contain numbers.
Require New passwords (for both private keys and self-decrypting
punctuation archives) must contain punctuation characters.
Require New passwords (for both private keys and self-decrypting
special archives) must contain special characters.
characters
Single sign- Controls the Cache passwords permanently option on the
on/permanent Passwords page of the profile options dialog.
password ] — —
caching Setting | Restriction Description
Setting
Yes user New profiles have Cache
modifiable passwords permanently selected.
Yes enforced All profiles have Cache passwords
permanently selected, and the
setting cannot be changed.
No user New profiles have either timed
modifiable password caching or Always
prompt me for my password
selected, but users can change the
setting.
No enforced Users cannot select Cache
passwords permanently.
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Time Controls the Cache passwords for X minutes option on the
Password Passwords page of the profile options dialog.
Caching
Setting | Restriction Description
Setting
yes user New profiles have Cache
modifiable passwords for X minutes
selected.
yes enforced All profiles have Cache passwords
for X minutes selected, and the
setting cannot be changed.
no user New profiles have either permanent
modifiable password caching or Always
prompt me for my password
selected, but users can change the
setting.
no enforced Users cannot select Cache
passwords for X minutes.
Unique Specify the number of password changes required before the user
password can reuse a password.
interval

Note: To disable password caching entirely you must set both Timed
Password Caching and Single sign-on/permanent password caching
to no and enforced.

Password Recovery Agents
The password recovery agents section allows you to specify one or
more certificates that will be used to encrypt the users’ passwords.

Commen Name [CH) | key | Ske | GroupMember |
8O Milton Holmes RSA 1024 na

When a user creates or changes their master password it will be
encrypted with these certificates and stored in the registry. When
the user clicks the recover button the encrypted file will be e-
mailed to the e-mail addresses specified in the recovery agent
certificates. These agents can then decrypt the password and inform
the user of their password.
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Server Configuration

The server configuration category lets you specify the server
address and update period for automatic software and policy
updates.

Configuration | Setting | Riestictions |

Ak Server address [t set) always enforced
[Als, Update check. duration ot set) alwaps enforced

The options are:

Server address The HTTP address and path to the files needed for
updates (policy[bin].sgn, saupd[exe].sgn, and
sprfupd[exe].sgn)

Update check duration Specify how frequently the software should check the
server for updates.

Note: If you don’t specify values for both of these entries SecretAgent and
SpyProof! will not automatically download updated policies or software
fixes. The update program will run and immediately exit on the end user
systems.

Exclude Folders

The exclude folders category lets you specify one or more fixed
folders that cannot be encrypted, auto-encrypted, or zapped using
SecretAgent. You may choose to protect just the folder or the entire
folder structure.

Falder || Inchude Sublolders
Dy no

:\Documents and Settingsh

To add a folder, use the Add Folder button on the PolicyAgent
toolbar as shown here:
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A RE YR A=AR 220 Ak Ol -

Browse to the folder you want to exclude and select OK. To
include subfolders set the Block subfolders option to yes.

Advanced PKI

The Advanced PKI section has six options and one sub item.

! d |
4 Policy 0IDs

The advanced PKI section controls how SecretAgent’s certificate
path validation works. These options are based on NIST PKITS and

RFC 3280.

Configuation

| Setting

| Restrictiors

[, Explicit Policy
| Inbibit Any Policy

|12, Inhibit Palicy Mapping

|Als, DCSP Server

ot set)
[rot set)
ot set)
[rot set)

ahways enforced
ahways erforced
ahways enforced
ahways erforced

The options are:

|Ala) DCSP Server Cent [nat set] always enforced
|12, Show Policy Qualifiers ves always enforced

Explicit Policy

Specify the number of certificates that can be skipped
before requiring that the certificates contain a policy
extension. Set to -1 to disable, set to 0 to enable
immediately, set to X to enable after X certificates.

Inhibit AnyPolicy

Specify the number of certificates that can be skipped
before preventing the AnyPolicy policy from being used.
Set to -1 to disable, set to 0 to enable immediately, set to
X to enable after X certificates.

Inhibit Policy Mapping

Specify the number of certificates that can be skipped
before preventing policy mapping extensions from being
used. Set to -1 to disable, set to 0 to enable immediately,
set to X to enable after X certificates.

OCSP Server

Specify the web address (http://...) of an OCSP server
that SecretAgent should use for revocation checking.

OCSP Server Cert

Specify the certificate the OCSP server will use when
signing responses.

Show Policy Qualifiers

If set to yes SecretAgent will display User Notices found
in the ending policy set.
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Policy OIDs

The Policy OIDs section let you specify an initial policy set.

[&] oIDz2411902

The initial policy set limits the set of certificates that SecretAgent
will consider valid to those that contain at least one of the policy
OIDs present in the initial policy set.

SpyProof! Security Policy Settings

Algorithms

The Algorithms category configures the available symmetric
ciphers available to users of SpyProof! and SecretAgent.

Algorthm | Pemitied || Riestictions

<%, Cipher: AES128 yes slways enforced
i, Cipher: AES192 ves alwaps enforced
&R, Cipher: AES-256 yes slways enforced
&® Default cipher Cipher, SE5-126  user medifiable

Only the Algorithms options set to “yes” will be available to the
user. The category Algorithms’ options are:

Cipher: AES-128

When set to “yes” permits users to select AES-128 as
their cipher.

Cipher: AES-192

When set to “yes” permits users to select AES-192 as
their cipher.
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Cipher: AES-256

When set to “yes” permits users to select AES-256 as
their cipher.

Default cipher

Set the default cipher to use when creating new profiles
or disks. If this is set to enforced then users cannot
select a different cipher.

Note that the ciphers are linked to the SecretAgent Algorithms
options described earlier. Thus permitting a cipher in one
application will allow it in the other. The default ciphers settings
are independent however.

Configuration

The Configuration category lets you specify SpyProof! credential
and configuration options.

Configuration

| Pemitted | Restictions | Des

1, Enable CAPI profiles yes alwaps enforced — Allon
%12, Enable My Documents' option yes alwaps enforced  Alloy
%) Enable Password Based Disks yes always enforced  Alloy
|%] Ercrypt Free Space yes user modifisble Cau

The Configuration options are:

Enable CAPI profiles

If set to “yes” then users have the option of using either
a configured SecretAgent profile or certificates stored in
their personal CAPI store that have associated private
keys for their personal certificate. If set to “no” users can
only use configured SecretAgent profiles to access their
personal certificate and private key.

Enable ‘My Documents’
option

If set to “yes” then users have the option of designating a
disk they create to act as their ‘My Documents’ folder.
This option is available from the Create Disk dialog. If
set to “no” then users cannot specify a disk to act as
their ‘My Documents’ folder from the Create Disk dialog.

Enabled Password
Based Disks

Reserved for future use

Encrypt Free Space

Used to preset whether free space on encrypted disks is
encrypted or not. Set to yes for greatest security. Set to
no to enable SpyProof! disks to be compressed during
backups.

Hot Key

The Hot Key category lets you specify hot key settings for
SpyProof!’s silent ‘Unmount all’ hot key. If the end-user activates
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the hot key, all currently mounted disks are unmounted without

prompting.

Attribute

| Permitted

| Riestiictions

[, Allow hot key

changes

|A]  Hot key character

[%] Hot key uses
[%] Hot key uses
ﬂ

Hot key uses

altkey
e key
shift key

The Hot Key options are:

yes nla

user modifiable

yes user modifiable
no user maditiable
yes user modifiable

Allow hot key If set to “yes” then users have the option of changing the hot key
changes combination. If set to no, users can only use the hot key
combination you specify in the remaining options of this category.
Hot key Specify a character to use as the default hot key character. Only
character alphabetic characters are allowed. If this is set to enforced then

users cannot select a different character.

Hot key uses

Controls the Alt Key option on the Configure Hot Keys dialog.

alt key
Setting | Restriction Description
Setting
yes user The Alt Key is selected by default
modifiable to be part of the hot key
combination, but users can change
the setting.
yes enforced The Alt Key is selected to be part
of the hot key combination and
users cannot change the setting.
no user The Alt Key is not selected by
modifiable default to be part of the hot key
combination, but users can change
the setting.
no enforced The Alt Key is not selected to be
part of the hot key combination, and
users cannot change the setting.
Hot key uses Controls the Ctrl Key option on the Configure Hot Keys dialog.
ctrl key
Setting | Restriction Description
Setting
yes user The Ctrl Key is selected by default
modifiable to be part of the hot key
combination, but users can change
the setting.
yes enforced The Ctrl Key is selected to be part
of the hot key combination and
users cannot change the setting.
no user The Ctrl Key is not selected by
modifiable default to be part of the hot key

combination, but users can change
the setting.
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no enforced The Ctrl Key is not selected to be
part of the hot key combination, and
users cannot change the setting.
Hot key uses Controls the Shift Key option on the Configure Hot Keys dialog.
shift key
Setting | Restriction Description
Setting
yes user The Shift Key is selected by default
modifiable to be part of the hot key
combination, but users can change
the setting.
yes enforced The Shift Key is selected to be part
of the hot key combination and
users cannot change the setting.
no user The Shift Key is not selected by
modifiable default to be part of the hot key
combination, but users can change
the setting.
no enforced The Shift Key is not selected to be

part of the hot key combination, and
users cannot change the setting.
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Building a PolicyAgent Distribution

PolicyAgent supports multiple policies and automatically
remembers any changes you make to a particular policy. To create
a new policy click New Policy on the toolbar or from the menu
select Action->New Policy. You will be prompted to give the
policy a name. Next, configure the policy as desired. Once you are
satisfied with a policy you may build a distribution by performing
the following series of steps:

1. From the Main Window choose Action->Build
Distribution. You will be presented with the Browse for
Folder dialog.

Select Distribution Location

Deskiop -
2 My Dacuments
S My Camputer
My Netwark Places
1 Brochures
-1 coks
20 certagent
{1 Secretagent
s -

=

Folder:

ok | canel | iewrolder |

4

2. Select a location to store your policy files and click OK.
You will then see the Select Certificate dialog.

Select Certificate x|

Selsct the certficate that wil be used to sian the policy. This will et sign the policy but will bs
used for client side validation of the policy's signature.

nal Certificate store:

Cerficates avai

erson

ian Security Corporation
®j OU=Fiesearch and Development
mj 5T-IL

~m L=Oak Park

m]) CeUs

Lo EM=ti@whitehouse. gov

BO CN=Jonathan Trumbul

8O CN=Frederick Muhlenberg

BO CN=James Monros

BO CN=James Madison

Cancel

3. Select the certificate you want to use to sign the policy.
Remember the certificate you select. Click OK. You will
be returned to the Main Window. The following table
shows the files created.
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policy.bin This file contains the policy settings. This file will need to
be signed using SecretAgent before distribution.

policy.inf This file contains registry information that SecretAgent
and/or SpyProof! will use for verification and updating.

4. Exit PolicyAgent.

5. Start SecretAgent. If not already done, configure your
profile so that the profile’s signing certificate is the same as
the one you selected when building the PolicyAgent
distribution.

6. Locate the policy.bin file you created and Sign the file. In
the Signing Options dialog make sure that Enveloped
Signatures is enabled.

Enter Password x|
ﬁ Please enter pour Master Password
PBasswor d |

7. Enter your password and click OK. The file policy[bin].sgn
will be created in the same directory as the policy.bin file.

You have finished configuring your PolicyAgent settings. You
will need both the policy.inf and the policy[bin].sgn files for
deployment (the policy.bin file is no longer needed.) Continue
to Chapter 3: Deployment.



Chapter 3: Deployment

This chapter provides the basic information you need to deploy
SecretAgent and/or SpyProof! when using PolicyAgent.

The procedures in this chapter assume you have completed the
creation of a PolicyAgent distribution (see Chapter 2 PolicyAgent).
First we explain how to create the installation package and then
how to install the installation package.

This chapter covers:

+ Creating the Installation Package
+ Installing the Installation Package
+ Creating Automatic Update Packages

Creating the Installation Package

To begin creating the installation package you will need your
SecretAgent and/or SpyProof! CD and the files you created with
PolicyAgent. You will also need some means to access these files
so that they can be run on the end-user’s system.

= To create the installation package:

1. Install the SecretAgent or SpyProof! CD in your CD-
ROM drive.

2. Ifinstalling SecretAgent, if the launch menu appears click
Exit.

3. Open Windows Explorer and navigate so that the contents
of the CD are visible.

4. Select all individual files in this directory and any
subdirectories.

5. Copy these files to a location where a Systems
Administrator can access them from users’ systems.
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6. Next locate the PolicyAgent distribution files (policy.inf
and policy[bin].sgn.) Copy these file(s) to the same
location you placed the SecretAgent or SpyProof!
installation files.

7. After you have copied the necessary files your installation
directory should appear similar to the following figure:
(Note the location of the policy[bin].sgn and policy.inf
files. They must be in the same directory as the setup
program to take effect when Setup is run.)

Mame ¢ | Size | Type | Modified |

_1BDE File Folder 3122003 357 AM
_INST3ZLEX_ 292KE  Ex_File 10/2{1995 7:15 PM
E_ISDel‘exa 27KE  Application 10/2/199 7:06 PM
_Setup.dll 34KE Application Extension  9f29/1998 5:34 PM
_sysl.cab 176 KE  WinZip File 3f10{2003 3:20 AM
_svsl.hdr SKE InstallShield Media ...  3f10/2003 9:20 AM
@Jserl .cab 175K WinZip File 3f10j2003 2:20 &AM
_userl hdr SKE Installshield Media ... 3f10/2003 2:20 AM
AUTORUK.IHF 1KE  Setup Information 1/16/2003 10:36 &AM
BROWSER.DED 333KEB DED File 1F16/2003 10:36 aM
DATATAG 1KE TAGFile 3f10/2003 9:20 AM
[Jdatat.cab 8,170KB  WinZip Fil 310{2003 2:20 AM
@ datal.hdr 18KE Installshield Media ... 3710j2003 920 AM
demo3z.exe 356 KE  Application 1/16/2003 10: 36 AM
dsa2.dl 26KB  Application Extension  1/16/2003 10:35 AM
Filelist. kxt 21KE  TexkDocument 3F10§2003 920 AM
Eflxntreg.exe L08KE Application 1/16/2003 10: 36 AM
lang dat SKE DAT File 3/15{1996 3112 PM
! Launch.exe 9KE Application 1F16/2003 10036 AM
Launch.ini 1KE Configuration Settings  1716/2003 10: 36 &AM
layout bin 1KE  BIMFils 31102003 3:20 AM
@ os.dat 1KE DAT File 2711998 6:41 PM
@ ples11tok.dll 1,306 KE  Application Extension  3f8(2003 8:12 AM
1KB  Setup Information 3122003 3:13 AM
policy[bin]. sar 3KE SecrebAgent Signat...  312/2003 9:49 Ak
Readve.txk % 24KE  TexkDocument 3F10j2003 2:20 AWM
sa%.ico 1KE Icon 1£16/2003 10:38 AM
@SASEDM&nuaLde 5,453 KB Adobe Acrobat Doc...  1016/2003 10:36 AM
ﬁsatup.bmp 148KE  Eitmap Image 1716/2003 10:36 AM
Setup.exe FOKE  Application 10/2/1998 7:04 PM
SETUP.IMD 1KB Confiqueation Settings  3710/2003 9:20 AM
ﬁ]‘jsetun.ins FOKE Internst Communic... 3152003 2:18 PM
setup, lid 1KE LID File 3F10{2003 2,20 &M

You now have all the files needed to properly install
SecretAgent or SpyProof! with PolicyAgent settings enforced.
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Installing the Installation Package

This section explains how to use the SecretAgent and SpyProof!
Setup Programs to load SecretAgent or SpyProof! with
PolicyAgent settings on to a stand-alone computer.

= To install SecretAgent or SpyProof!:

1. Logged into the user’s system as someone with
installation rights, run Setup.exe from the installation
directory you created in the previous section.

x
‘Welcome to the Secretdaent 5 Setup program, This
SecretA geﬂt@ prograrn will install Secretigent & on pour computer.

It iz stronaly recommended that you exit all \Windows programs
befare running this Setup progranm.

Click Cancel to quit Setup and then close any programs you
have mnning. Click Next to continug with the Setup program.

WSARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be: prosecuted to the maximunn extent possible under law.

Next ¥ I Cancel |

2. Follow the onscreen prompts provided by the
installation wizard. The PolicyAgent settings will be
automatically configured during the installation process.
After installation, you may need to restart your machine.
The installation wizard will notify you if it is necessary
to restart your system. The end user should now be able
to start using SecretAgent or SpyProof! with all
PolicyAgent settings in place.

Creating Automatic Update Packages

PolicyAgent works with SecretAgent and SpyProof! to enable you
to automatically update both the policy and the software itself. The
policy files generated (policy.inf and policy[bin].sgn) above can be
placed on to a HTTP (web) server and, if configured properly,
SecretAgent and SpyProof! will download the updated policy and
install it after verifying its signature.
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To specify that you want to support automated software and policy
updates you must provide a Server address (and optional path, e.g.
http://www.infoseccorp.com/saupdates) and Update check
duration in the Server configuration section of the SecretAgent
Security Policy. Only SecretAgent will update policies and
software.

Once the policy has been generated and signed (with the same
certificate you used to sign the policy initially distributed when the
application was installed) you simply place the policy[bin].sgn file
in the folder on the server specified. All clients will automatically
download the new policy according to their existing policy.

Notes:

e You can change the server address by specifying a new
server address in the policy that the clients will download.
Clients will then use the server address in the policy file
and then use the address in the policy.inf file distributed
with the application as a backup address.

e The certificate you picked as the signing certificate when
you created the first policy (the one distributed with the
application) must be used to sign all following policies (this
will likely change in a future release).

e To distribute software updates simply get the update
executable from ISC, sign it with the signing certificate you
selected for signing policies and place it on the server.
SecretAgent updates must be named saupd[exe].sgn and
SpyProof! updates must be named sprfupd[exe].sgn.

Changing the Policy Signing Certificate

PolicyAgent, SecretAgent, and SpyProof! rely on digital signatures
to ensure that the policy installed is valid. This process works by
placing the SHA-1 hash of the certificate selected in PolicyAgent
when creating a distribution into the registry on each machine that
SecretAgent or SpyProof! is installed. When a policy (or signed
software update) is verified the signing certificate is hashed and
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compared to the entry in the registry. If they match the signature is
valid. Otherwise the signature is not valid and the policy or
software update is rejected. Since certificates expire a mechanism
enabling the replacement of the “old” certificate with a different
certificate has been created. Please follow these steps to effect the
change over.

1. Create a policy.

2. Build a distribution and select the new certificate as the
signing certificate.

3. Sign the policy with the old certificate.
4. Distribute the policy via the update process.

When the update program downloads this updated policy it will add
the certificate hash of the new certificate to the registry. At this
point both the old certificate and the new certificate can be used to
sign policy and software updates. If you perform this operation
more than once only the last two certificates can be used for
validation (i.e. after year three only the certificates from years 2
and 3 can be used to sign policies or software updates).



Chapter 4: Key Recovery Utility

The Key Recovery Utility (KRU) can be used to recover messages
encrypted with SecretAgent. The KRU is intended for recovering
messages where your key recovery policy involves Key Recovery
Groups. Using the KRU may be necessary if the intended original
recipient has lost their private key, has forgotten their private key
password, is unavailable to decrypt a necessary file, etc. To
properly configure key recovery you must configure PolicyAgent
so that key recovery settings are enforced as described in Chapter
2: PolicyAgent. Then you must deploy these settings onto the end
user’s system as described in Chapter 3: Deployment. For the key
recovery process to work, these necessary settings must be
deployed before the message to be recovered is encrypted. Once the
need to recover a message arises, the Key Recovery Agents
(KRAS) as designated when creating the PolicyAgent settings in
Chapter 2 should follow the instructions outlined in this chapter to
recover the message.

This chapter covers:
¢+ Installing the KRU on KRA systems.
+ Configuring the KRU.
+ Recovering messages with the KRU.

Installing the Key Recovery Utility

The Key Recovery Utility only needs to be installed on the systems
of the members of KRA Group 1 and KRA Group 2 as designated
in the PolicyAgent settings. Key Recovery Agents designated as
Automatic Recipient in PolicyAgent will be able to recover
messages through SecretAgent without the use of the KRU.
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To install the KRU on a KRA member’s system:

1. Insert the SecretAgent Administrative Utilities CD-ROM
into your CD-ROM drive. If your drive supports Auto-
Insert Notification and that feature is enabled in Windows,
the SecretAgent Setup Program will start automatically. If
this occurs, skip the next two steps and proceed to step 4;
otherwise continue with step 2.

2. If the SecretAgent Setup Program does not start
automatically, select Run from the Windows Start menu.

ren 21|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou.

Cpen: I diilaunch.exe j

o8 I Cancel I Browse... |

3. Type D:\Launch in the Run dialog’s Open field and
click OK. Be sure to substitute an appropriate drive
letter if your CD-ROM drive is not D. You will be
presented with the SecretAgent Installation Menu:

[¥) SecretAgent 5

SecretAgent’

Install SecretAgent 5
Browse CD Contents
View Our Website

Register Now

l Contact Us

 —

4. Select Browse CD Contents.
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5.

=101 x|
J Fi Er Wiews Favorites Tools  Help |
J 4=Back ~ = - | Qhsearch  [Folders £ %History | 2 x | E-
Jngdress Ia E: j @Ga
MName + | Size: | Type | Modified | -
(]S File Falder 1/9/2002 G:44 AM
File Folder 1/9/2002 5:47 AM
[ | Policyagent File Folder 11912002 §:48 AlM
_inst32i.ex_ 290KE Ex_File 2/23/1999 10:45 &AM
E_ISDel.exe 27 KE  Application 10/27/1998 12:06 PM
_Setup.dil 34 KE Application Extension  9/29/1998 3:34 PM
B syst.cab 172 KB WinZip File 1)4/2002 11:11 AM
_sysl.hdr SKE HOR File 1/4/2002 11:11 AM
If@_userl .cab 180KE  WinZip File 11412002 11:11 AM
_userl.hdr SKE HOR File 1/4/2002 11:11 AM
AUTORLUM, INF 1KE Setup Information 2{28/2001 3:30 PM
BROCWSER. DED 439KE DED File 5/21/2001 10:00 AM
DATA.TAG 1KE TAG File 1/4/2002 11:11 AM
0 datat .cab 4,597 KB WinZip File 1/4/2002 11:11 AM
datal.hdr 17KE HDR File 1/4/2002 11:11 AM
356 KB Application 2}28{2001 3:30 PM
28KE Application Extension  2/28/2001 3:30 PM b
Filelist, bxt 19KE Text Document 142002 11:11 AM
Efixntreg.exe 108 KE  Application FIziz001 8:01 AM
lang. dat Z3KE DAT File 1/12/1999 10:34 &AM
E, Launch.exe 9KE Application 2/28/2001 3:30 PM
Launch.ini 1 KB Configuration Settings — 2/28/2001 3:30 PM
layaut,bin 1KE BINFile 1)4/2002 11:11 AM
[ os.dat 1KE DAT File 7/27/1998 4141 PM hd|
|1 objectis) selected | |@‘ My Computer 4
Double-click on the Key Recovery subdirectory.
=10) x|
J Fi E: Wiew  Favorites  Tools  Help
J FBack v = - | {@search [yFolders £ #Histary | 05 e | Ed-
J Address I[:I E:\Kew Recovery j WGD
Mame ¢ | Size | Tvpe | Modified |
_inst32i.ex_ 290KE EX_File 2/23{1999 10:45 AM
E_ISDel.exe 27 KB Application 10/2711998 12:06 PM
_Setup.dl 34 KE Application Extension  9/29/1995 3:34 PM
ED syst.cab 172 KB WinZip File 1/4/2002 11:13 AM
[#] _syst.hdr 4KE HDR File 142002 11:13 AM
E@_userl.cab 10KE WinZip File 1/4§2002 11:13 AM
_userl,hdr SKE HOR File 1]4/2002 11:13 AM
a DATA TAG 1KE TAGFile 1/4/2002 11:13 &AM
ETdatat.cab TILKE WinZip File 142002 11:13 AM
datal.hdr SKE HDR File 1/4/2002 11:13 &AM
Eddataz.cab 9Z9KE  WinZip File 142002 11:13 AM
a Filelist, Ext SKB Text Document 1/4§2002 11:13 AM
[#]lang.dat 23KB DAT File 1/12/1999 10:34 A4M
larvaut. bin 1KE BIMFile 142002 11:13 AM
Ds dat 1KE DATFile 712711995 4:41 PM
72KB  Application 1/12/1999 11:42 &M
SETUR,INI 1KE Configuration Settings  1/4/2002 11:13 AM
EBsetup.ins S6KE Intermet Communic...  1/4/2002 11:13 AM
setup.lid 1KE LIDFile 142002 11:13 AM

|Type: Application Size:

72.0KE

[7z.0k8

|@‘ My Computer v
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6. Double-click on Setup.exe to launch the Key Recovery
Utility installation program.

Welcome x|

Wwielcome to the Secretdgent 5 Kep Recovery Setup
program. Thiz program will install Secretigent © Key
- Fecovery on pour computer.

It iz strongly recommended that you exit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then cloge any programs you
have running. Click Mext to continue with the Setup program.

WARMING: This program is protected by copyright law and
intermational treaties.

Unauthorized reproduction or distribution of this program, or ary
partion af it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

Cancel |

7. Follow the onscreen prompts provided by the installation
wizard.

NOTE: The KRU must be installed in a different directory than
SecretAgent. The default directory provided through the
installation wizard reflects this requirement.

After you have finished installing the KRU, you can launch
PolicyAgent by selecting Start->Programs->SecretAgent Key
Recovery-> SecretAgent Key Recovery.

Configuring the KRU

When you launch the SecretAgent Key Recovery Utility for the
first time, you will see the KRU main window. The main windows
will be similar to the following figure:
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“- secretAgent Key Recovery Ukility

Extract | Processl Hecoverl

21X

—Select Secretdgent 5 archive files 545, *5&4, *EXE] to extract header information from:

-] 20485gent2

-] 409RAgent1

-] 409RAgent?

-] AESTest

] My Pictures

D 50

-] Test? —
=48 My Computer

24 3% Floppy (4]

£l Local Disk [C:]

{:I Documents and Sett

winzabh[inf]. zab

21 My Dowrload Files
: 2 My Music

{:I Frogram Files
I =1 o e B 4 i
4 I i 3

fgf_j Desktop = 204840ent1 [_] 20484gent2 [_140964gent1
-2y My Documents 40964 0ent2 [CAESTest [ My Pictures
] 204840ent] 50 CaTest2 88| tgendaldoc] sa5

agents[dbf]. za5 E filel.exe @ Thiz iz a test[doc]. zab

i Eslract,. |

To configure the KRU to recognize your private key do the
following:

1.

4,

First make sure your certificate and private key have been

exported out of Certificate Explorer (see the SecretAgent

User’s Manual if you need help.)

From the KRU main window click the Preferences button. A

dialog similar to the following figure will appear.

SecretAgent Key Recover Utility Preferences

Lertificate File:

2

|C:\Documents and Settingshadminidocs\409840ent1 D54 4096 Agent 1.cer

Private Key File:

IC:\Documents and Settingshadmintdocs\ 40964 0ent1 4054 4096 Agent 1.prv Browse. .. |

Startup Folder:

IE:\Documents and Settingzhadminidocs\40984gent]

o 0K |

? Help... | x Cancel |

Browse. .. |

Click the browse buttons to select your certificate file, your

private key file, and the folder you would like the KRU to

display initially.
Click OK to accept these settings.

The KRU should now be configured for this Key Recovery Agent.
All other key recovery agents should follow the same procedure
using their individual certificates and private keys on their
respective systems.
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Recovering Messages with the KRU

Recovering messages through the KRU requires the cooperation of
all KRAs from the same Key Recovery Group. (Note that Key
Recovery Agents set as Automatic Recipient in the PolicyAgent
settings can recover messages by themselves through SecretAgent
without using the KRU.) This section describes how to use the
KRU to recover encrypted SecretAgent files.

Once a Key Recovery Agent receives the encrypted SecretAgent
files that need to be recovered, the KRA should do the following:

Launch the KRU.
With the Extract tab in the KRU main window active,
locate the files to be recovered.

€ qecretAgent Key Recovery Utility llll

Exfract |F‘|ocess| Recaver |

—Select Secretdgent B archive files [* 545, = 544, * EXE] to extract header information fram:

:ﬂ Diesktop - 20484gent] (] 20484gent2 (] 40964 gent
-5 My Documents 40364 gent2 (C]AESTest (@5 My Pictures

{1 2M484gent! 50 (] Test2 i8] Agendaldoc).sa5

~{] 204B8gent?

- 4096Agent1

] 4096Agent2

] AESTest

@ My Pictures

D 50

) Test2

=45 My Computer

@5 3% Flappy (&)

£+ Local Disk (C)

-] Documents and Sett

{1 LOGFILES

{2 My Download Files
1 My Music

-] Program Files =

R =1 T W =]
E—— _>I_I
ﬁ Eleferences.l ? Help. | X Esit |

3. Select the files to be recovered from the right hand side.

Click the Extract... button. For each file selected, this
creates a file with a .SAH extension that contains the
header information for that particular file.

Click OK.

Click on the Process tab and select the .SAH files for the
files to be recovered.

agents]dbflsab  [Tfilel.ene
winsabifinf].sah

i This Is 3 teet{doc] sa5
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“: GacretAgent Key Recovery Utility x|

Extract Frocess IF\EcnvElI

Select Secretdgent 5 header files [*.54H) to proces:
:ﬂ Desktop - | 0] 20480ent] ] 20488 0ent2 ] 4096&gentl

13 My Documents i |_ ] 40364 gent2 [CJAESTest [ My Pictures
-] 20484gent] 0] Test2 f\le1 [FR3.54H

-] 20484gent2 estdoc]KR1]SAH
-] 4096Agent]

121 409RAgent2
-] AESTest
{25 My Pictures

£aso
-] Test2 -
=43 My Computer
8 3 Floppy (&
=13 Local Disk (C)
D Documents and Sett
(] LOGFILES

-] My Download Files
-] My Music

D Program Files

Py pEresr C hd
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Click the Process... button to process the header files.
When prompted for a password, enter your private key
password and click OK.

9. Click OK after the files have been processed.

10. Next, send the .SAH files and the .SAR files to any other
member of the Key Recovery Group that has yet to process
the files.

If there are more than two members in the Key Recovery
Group, all members besides the first and the last should then do
the following: (If there are only two members in the Key
Recovery Group skip to step 14.)

11. Place the .SAH files and the .SAR files in a single
directory.

12. Launch the KRU.
13. Repeat steps 6-10 above.

The last KRA in the Key Recovery Group to receive the files
should then complete the following steps:

14. Place the .SAH files and the .SAR files in a single
directory.

15. Launch the KRU.
16. Repeat steps 6-9 above.
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17. Next, send the .SAH files and the .SAR files to the first
person in the Key Recovery Group (the individual having
the original .sa5 file that needs to be recovered.

The first KRA in the Key Recovery Group should then:

18. Place the .SAH files and the .SAR files in the directory
containing the original encrypted .sa5 files.

19. Launch the KRU.
20. Click the Recover tab.
21. Select the .SAR files for the files to be recovered.

“: GacretAgent Key Recovery Utility x|

Extract | Piocess Recover |

Select Secretdgent 5 recovery files [7.5AR] ta regain infarmation from:
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22. Click the Recover... button.

A progress bar will appear. When the recovery is finished, it
will show the location of the recovered files. These files are
now fully decrypted. The Key Recovery process is complete.
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