
GUIDE TO STORAGE ENCRYPTION TECHNOLOGIES FOR END USER DEVICES 

Table 3-1.  Characteristics of Storage Encryption Technologies 

Characteristic Full Disk 
Encryption 

Volume Encryption Virtual Disk 
Encryption 

File/Folder 
Encryption 

Typical platforms 
supported 

Desktop and laptop 
computers 

Desktop and laptop 
computers, volume-
based removable media 
(e.g., USB flash drives) 

All types of end user 
devices 

All types of end 
user devices 

Data protected by 
encryption 

All data on the 
media (data files, 
system files, 
residual data, and 
metadata) 

All data in the volume 
(data files, system files, 
residual data, and 
metadata) 

All data in the 
container (data files, 
residual data and 
metadata, but not 
system files) 

Individual 
files/folders (data 
files only) 

Mitigates threats 
involving loss or 
theft of devices? 

Yes Yes Yes Yes 

Mitigates OS and 
application layer 
threats (such as 
malware and 
insider threats)? 

No If the data volume is 
being protected, it 
sometimes mitigates 
such threats.* If the 
data volume is not 
being protected, then 
there is no mitigation of 
these threats. 

It sometimes 
mitigates such 
threats* 

It sometimes 
mitigates such 
threats* 

Potential impact to 
devices in case of 
solution failure 

Loss of all data and 
device functionality 

Loss of all data in 
volume; can cause loss 
of device functionality, 
depending on which 
volume is being 
protected 

Loss of all data in 
container 

Loss of all 
protected 
files/folders 

Portability of 
encrypted 
information 

Not portable Not portable Portable Often portable 

* These storage encryption technologies can only protect the files against some OS and application layer threats if 
the user has not been authenticated in this session to access the files.  If a single sign-on solution is used, then 
generally the user is authenticated to the storage encryption technology during OS login, so the files are not protected 
against these threats once OS login occurs.  If a separate authentication solution is used, the files are protected until 
that separate authentication is performed. 

When selecting storage encryption technologies, an organization should take into consideration the extent 
to which each technology will require the infrastructure and end user devices to be changed.  For 
example, using some technologies requires deploying additional servers and installing software on the 
devices to be protected, while other technologies can use existing servers, as well as software built into 
the devices to be protected, such as FIPS approved encryption features built into the devices’ operating 
systems.  Generally, the more extensive the changes are to the infrastructure and devices, the more likely 
it is that the storage encryption technology will cause a loss of functionality or other problems with the 
devices.  When evaluating solutions, organizations should compare the loss of functionality with the gain 
in security capabilities and decide if the tradeoff is acceptable.  Technologies that require extensive 
changes to the infrastructure and end user devices should generally be used only when other technologies 
cannot meet the organization’s needs. 

The following are use cases that highlight the types of storage encryption technologies that may be 
suitable for certain situations.  Each use case presents a brief scenario, including the threats that need to 
be mitigated, and then proposes possible solutions, both storage encryption technologies and alternate 
solutions (if applicable).  Each use case only lists high-level solutions that may be feasible, and is not 
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